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**** Begin of  changes ****
13.2
Application layer security on the N32 interface 
Editor's Note: This sub-clause is to include solutions satisfying the requirements on e2e security in clause 5.6. It is ffs whether the work performed by GSMA FASG DESS on e2e security for selected DIAMETER AVPs can be somehow utilized here. It is to also take into account solutions 10.1 and 10.2 in clause 5.10.4 of TR 33.899. When the solution(s) involve a Public Key Infrastructure then details of the use of the PKI are to be provided, e.g. by reference to TS 33.310. 
13.2.x
General

The internetwork interconnect allows secure communication between service-consuming and a service-producing NFs in different PLMNs. Security is enabled by the Security Edge Protection Proxies of both networks, henceforth called cSEPP and pSEPP respectively. The SEPPs enforce protection policies regarding application layer security thereby ensuring integrity and confidentiality protection for those elements to be protected.

It is assumed that there are interconnect providers between cSEPP and pSEPP. The interconnect provider the cSEPP's operator has a business relationship with is called cIPX, while the interconnect provider the pSEPP's operator has a business relationship with is called pIPX. There could be further interconnect providers in between cIPX and pIPX, but they are assumed to be transparent and simply forward the communication.

A NF on the consumer side sends a message to a NF on the producer side. If this communication is across PLMN operators, as shown in Figure 13.2.x-1 below, the cSEPP receives the message and applies application layer protection, as defined in the present specification. The pIPX and cIPX can offer services that require modifications of the messages transported over the interconnect interface. These modifications are appended to the message and reflect the desired changes. The pSEPP, which receives the message, validates the message, extracts the original message and applies the patches by intermediaries. The pSEPP then forwards the message to the destination NF if the validations succeed.
The N32 interface consists of 

-
N32-c connection, for management of the N32 interface, and

-
N32-f connection, for sending of JOSE protected messages between the SEPPs.
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Figure 13.2.x-1: Overview of N32 Application Layer Security

13.2.y
N32-c connection between SEPPs

13.2.y.1
General

When the negotiated the security mechanism (clause 13.5) to use over N32 is Application Layer Security, the SEPPs use the established TLS connection (henceforth referred to as N32-c connection) to negotiate the N32 specific associated security configuration parameters required to enforce application layer security on HTTP messages exchanged between two NFs in different PLMNs.

The N32-c connection is used for the following:

-
Key agreement: The SEPPs independently export keying material associated with the established N32-c connection between them and use it as the pre-shared key for generating the shared session key required. This is based on RFC 5705 [xx] for TLS 1.2. For TLS 1.3, the exporter described in section 7.5 of [yy] is used.

-
Parameter exchange: The SEPPs exchange security related configuration parameters that are needed by the SEPPs to protect HTTP messages exchanged between the two Network Functions (NF) in their respective networks. 

-
Error handling: The receiving SEPP sends an error signalling message to the peer SEPP when it detects error on the N32-f interface.

The following security related configuration parameters may be exchanged between the two SEPPs:

a. Modification policy – Modification policy, as specified in clause 13.2.z.4, indicates which IEs can be modified by an IPX provider of the sending SEPP.

b. Cipher suites for confidentiality and integrity protection when Application layer security is used to protect HTTP messages between them.

c. N32-f precontext identifier values, that’s used by each SEPP to construct a common N32-f context ID that identify the set of security related configuration parameters, when it receives a protected message from a SEPP in a different PLMN.


**** End of  changes ***
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